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8.5.4
Administrator root public key

The ME shall support secure storage for a certificate containing an administrator root public key. The ME shall support the use and management of an Administrator root public key on the SIM. Only one administrator root public key shall be valid on the MExE MS.

The MExE MS shall support the administrator designation mechanism and the secure downloading of CCMs explained in subclause 8.8 "Provisioned mechanism for designating administrative responsibilities and adding third parties in a MExE MS".

The user shall not be able to delete an administrator root public key or certificate.

The system shall support a mechanism (as part of a provisioned functionality and/or inherently part of the MExE implementation) allowing the owner of the MExE MS to manage the administrator root public key (including the download of a new administrator root public key) as defined in subclause 8.8.1.1 "Administrator of the MExE MS is the user". This mechanism shall be secure so that only the owner can use this functionality.

The administrator root public key can be downloaded to the MExE MS as described in subclause 8.10.4 "Administrator root certificate download mechanism".

The terminal shall only read the SIM Administrator root public key from the SIM when required and shall not store the SIM Administrator root public key on the terminal.

See subclause 8.6 Certificate management for the management of Administrator root public keys on the SIM.

The same root public key may be used for both the Administrator role and the operator or manufacturer domain. This facility does not imply any increased right of the manufacturer or operator to take the Administrator role.

If the same root public key is used for the operator domain and Administrator role and this root public key is stored on the SIM (see [27] and [39]), there shall be separate entries relating to each use of the root public key in the operator and administrator trusted certificate directory files. These entries in the operator and Administrator trusted certificate directory files may point to the same root public key in the certificate data file.

If the root public key to be shared is not stored on the SIM, then procedures relating to this are out of the scope of this specification.

A.3
Coding and storage in SIM

See detail of file hierarchy and file properties in SIM document [27] and [39]. 

Since the domain attribute is not available in PKCS#15 v1.0, MExE creates one directory file for each trusted domain. If the domain attribute is available in the next PKCS#15 versions, for future new domains, MExE may create a common directory file.  See abstract syntax definition and coding detail in PKCS#15 document [32]. 

The address of the certificate descriptor Elementary File is fixed.

According to PKCS#15 [32] subclause 7.6 The PKCS15Certificates type , the contents of a certificate descriptor Elementary File must be the value of the DER encoding of a SEQUENCE OF PKCS15Certificate (i.e. excluding the outermost tag and length bytes).

The address of the certificate data Elementary File is unspecified.

According to PKCS#15 [32] subclauses 7.6.1 to 7.6.6, the certificate data value is coded according to the related certificate type (e.g. DER for X5.09, base64 for SPKI and PGP, WTLS network format for WTLS, DER or PER for X9.68).
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